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Spectrum of Copilot
Agents and Controls



Top security and governance concerns about generative Al
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Data oversharing Identification of Al governance and
and data leaks risky Al use risk visibility
80« 41 84
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of leaders cited leakage of of security leaders cited that the want to feel more confident
sensitive data as their main identification of risky users based about managing and
concern on queries into Al was one of the discovering data input into Al
top Al controls they want to apps and tools
implement
J . J \.




Copilot Control System

ﬁ Copilot + Agents

v =

Security & Management Measurement
Governance Controls & Reporting
Data Security Copilot licensing Readiness and adoption
Al Security Agent lifecycle Productivity shifts

Compliance & privacy Metering controls Business value & ROI




Balancing Governance and Innovation

Agent Creator/Maker

CISO

How can | build a
conversational agent that will
answer on my behalf?

How can | build agents that can
drive efficiency and save
efforts and costs for our
enterprise?
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How can | understand all my
data security risks?

How can | discover all agents
and protect my data from
external threats?

How can | ensure agents have
the right access to data and
prevent data exfiltration?

How can | stay compliant with
regulations?
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How can | ensure that solutions
people are building follow
guidelines?

How can | gain visibility to
what is getting used?

How can | get experts to
review agents before they get
shared broadly?

How can | drive cost efficiency
and ROI?




Agent Controls Model
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Zone 1 Zone 2 Zone 3
Citizen Development Zone Partnered Development Zone Professional Development Zone
IT restricts makers to personal IT-approved makers build agents in Pro developers build and deploy
agents with read-only access based secure, IT-managed environments enterprise-grade agents with org-
on content permissions and deploy them department-wide standard ALM

@ Data protection, agent sharing & usage limits, and reporting & cost management e>




Spectrum of Agents and Controls

Tool Agent Builder, SharePoint Copilot Studio Any Tool
ey . Scoped subset of functionality Triggers, connections to external .
CapabI|ItIeS Available available through Copilot systems, workflows Full set of platform capabilities
. Power Platform environment M365 Admin Center Integrated
Tool Controls Copilot controls controls Apps
Content Controls Content permissions, Microsoft Purview, SharePoint Advanced Management

Reports and Controls Agent usage reports, inventory and block, agent metered consumption reports and controls



Purpose

Secure

Govern

Monitor

Zoned security, governance, and operations

Citizen Dev agent creation (DIY) for
personal use and experimentation with
safe defaults

Only M365 and Power Platform
Connectors
Agents run in user’s context only

Personal use agents in Developer
Environments. Environment routing keeps
agents isolated to maker. Sharing
disabled and scoped to just Maker use

Review agent usage in Copilot Hub in
Power Platform

Team or Department Agents in the partnered
DIY zone require formal assistance and
oversight from a DIY coach, but are built by
trained citizen developers

Zone specific Advanced Connector policies in
Power Platform Admin Center
Teams share access to approved Data sources
Scale with Environment groups + rules

Admin approved environments provisioning
Scoped roles and sharing policies
ALM Pipelines for agent versioning
IT-admin approval to publish agents

Large, potentially risky agents in the
professional development zone are
reserved for pro dev & IT-led
development only

Zone specific Advanced Connector policies
in Power Platform Admin Center +
Purview

Manage sharing via Integrated Apps in
Microsoft Admin Center

Track agent usage and security posture in Microsoft Admin Center, Microsoft Purview, and
Power Platform Admin Center



Spectrum of Copilot Agent Capabilities
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Retrieval Task Autonomous
Retrieve information from Take actions when asked, Operate independently,
grounding data, reason, automate workflows, and dynamically plan,
summarize, and answer replace repetitive tasks orchestrate other agents,
user questions for users learn and escalate
Generally available Generally available Preview

@ Agents vary in levels of complexity and capabilities depending on your need @




Agent data
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Models
1900+ Azure Al Foundry

Bring your own models with
Azure Al Foundry integration to
tailor agent responses using
1,900+ models including Phi-4,
Grok 3, and Hugging Face.

Knowledge
Context aware agents

Unify and operationalize
content from files, Dataverse
tables, and more using patterns
that range from simple read
operations to advanced vector-
based retrieval.

Tools
1500+ connectors

Enable agents to take real
action, whether it's automating
workflows through MCP, or
connecting to third-party
systems, so your solutions go
beyond insights to impact.

Orchestration
Agent to agent

Build multi-agent systems
where agents collaborate to
complete complex, business-
critical tasks across systems,

teams, and workflows.
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Agent Knowledge and Tools
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Data connectors
External systems

)

Microsoft Graph
Productivity data (Microsoft 365)
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Microsoft Dataverse
Business data
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Microsoft Fabric

Analytics
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Explore a continuum of solutions

IT Helpdesk agent 9 Device Refresh agent Lead Gen agent
How do | connect to the corporate Request a new laptop and send The agent has identified and research
network? approvals via IT Service tool. 15 new leads for you to review.
% 0 IR B % 0 B>
W =
0 0 O g
Project Tracker agent Budget Management agent Customer Support agent
What is the status of phase 2 for Review outstanding open POs and The agent has identified new support
project X and the remaining budget? begin financial planning. issues and triaged to other agents.
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Advanced agents require more advanced governance and security
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Agent builder Copilot Studio Copilot Studio + Azure Al
KnoWIedge {-.-- Microsoft Graph ---------------------------------------------------------------------------------------------------------- Your Business Data .--}
Actions 4.... Retrieval On|y ............................................................................................................. Task/Autonomous ...}

Channels €+ MiCroSOft 365 Only sesessssssesssmsssssmssssmsmssssss st Multiple Internal & External Channels ...y

EEEEEEEEEEEEEEEERER Increasing advanced governance and Securityneeds IIIIllllllllllllllllllllll}
throughout agent lifecycle

1. Development & Testing 2. Deployment 3. Optimization



Tools to secure and govern your Copilot use

-

Security and
Governance

Prepare your environment to implement
secure Copilot Studio adoption

Identify risks related to data, users, and
agents to prevent sensitive data leakage
and ensure agents do not process
sensitive files.

Prevent data loss and insider risks by
securing sensitive files, agent interactions,
and providing alerts and reports on risky
behavior and Al usage.

Govern Al use to meet regulations and
policies by inspecting interaction content
and audit logs, investigating for
compliance and ethical violations, and
enforcing lifecycle policies and legal
holds.

P

Management
Controls

Establish clear guidelines and policies for
agent behavior to ensure consistency and
compliance across all interactions.

Evaluate agent performance regularly
using key performance indicators (KPIs)
to identify areas for improvement and
give prompt feedback.

Implement agent policies to restrict
oversharing of agents and manage
publishing channels.

Enhance the manageability of agents
across various environments and ensure
precision with application lifecycle
management features.

Q

Measurement and

Reporting

Track agent performance metrics in real-
time to ensure timely and accurate
reporting of key performance indicators
(KPIs).

Analyze data collected from agent
interactions to identify trends, areas for
improvement, and opportunities for
training and development.

Share reports with relevant stakeholders
to facilitate informed decision-making
and continuous improvement in agent
performance and customer service.
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Copilot Control System (CCS)

Agent Management



CCS - Agent Enablement

Manage who can ~ T R TR

create and use =
agents

Agents

Copilot image generstion

Manage who can use Copilot with installed apps and extensions from Microsoft or
other providers.

Go to Integrated apps to manage installed apps and extensions

Generally Available

Allow the following users access to Copilot agents

Data processed by third party services is not subject to the data processing and
e storage commitments associated with Microsoft services, please consult your internal
4 aod Microso 363 Coplt Chat  Provce Copiot with sditions funchonalty by llowing cces o web s policies before enabling this feature.

S ROV SR8VWVOOS |
i 23 F §84813 £

Al admins can manage who can
create and use agents in M365 O Ausers
COpI'Ot Chat E:) No users

Options to enable agents for all (® specific users/groups
users, no users, or specific users and |
roups
g p To be added
Enables staged rollout of agents by © oesign % @) Seles and Marketing

security groups

Product images subject to change



CCS - Agent Management

Central managemen
of agents in M365 —

ar
[ ]
|2 Agents & connectors
0 I 0 a a Agents are Al assistants that can help answer questions, create content, automate tasks, and more,
Control how your organizatian interacts with agents. You can also create connections ta your
= arganization's knowledge sources so agents can reference them
b
Agentinventory  Requested agents (5]  Connectors
’QQ
G A. 2 Y2 02 5 B Recommended agents
.
= B% Prompt Coach & Career Coach |k, Writing Coach Ll IdeaCoach
0 Wirite and improve your prompts. Elevate your career and professicnal success. Take your writing to the next level, Plan and navigate the brainstorming process.
&
. . 2 All agents
Agent inventory - rich agent metadata, N ..
18 2,350
@

capabilities, data sources, custom actions,

L o o 7 Getagents T Upload custam agent '— Export to Excel 12 items ﬁ
certification details and more i ' =

Fiters: Type v Status v Supportedin v Certification type

Y

Mame Type Availability Datecreated | Supported in Deplayment Installed by Created by Publisher

@ Contoso support T shared © Al users Mar 10, 2025 M Microsaft 365 Copilot B Teams Some users 1,023 users € vona kane Mo publisher
A trustad source for workplace information 4

Deploy and block agents, review and approve

” Visual Studio ) o ! Managed © Alusers  Mar 10,2025 ) Microsoit 365 Copilot @ Viva Cann. Mot deployed 089 Users  Microsoft Microsaft
req u e Ste a g e n tS Create stunning visuals with Microsoft 365 Capilat
CollabBot ) )
- 5 Copil Not deployed 4 Kane bl
'. O manrk on commmaniention Managed @ Someusers  Mar 10, 2025 B Microsof 365 Copilot ploy 3,492 users O s kan Mo publisher
SmartSheet Managed @ Someusers  Mar 10,2025 O Microsoft 365 Copilot @ Teams Some users 2093 users SmartSheet SmartSheet
abling teams to plan, track, and collaborate on projects

Agent-level user access controls

Product images subject to change



CCS - Agent Management

[ J
@ Microsoft 365 Admin Center X | =
e p Oyl n g a e =2 O ® h admin.microsoft.com

Microsoft 365 admin center L Search & Copilot

recommended | -~ ——

@
I l I I lo Agents & connectors
a g e n O a fel Agents are Al assistants that can help answer questions, create content, automate tasks, and more.
Control how your organization interacts with agents. You can also create connections to your
= organization's knowledge sources so agents can reference them
I Agent inventory  Requested agents (6)  Connectors
%
= Recommended agents
% Prompt Coach & Career Coach |l Writing Coach . deaCoach
0 Write and improve your prompts, Elevate your career and professional success Take your writing to the next level Plan and navigate the brainstorming process
&
2 All agents
v Managed Shared
- 18 2,350

B Get agents Upload custom agent ' Export to Excel 12items | O Search

S

Filters:  Type v Status v Supported in Vv Certification type v

Name Type Availability Date created |  Supported in Deployment Installed by Created by Publisher
@ Contoso support Shared @ Al users Mar 10, 2025 & Microsoft 365 Copilot i Teams Some users 1,023 users @ Wona kane No publisher
A trusted source for workplace information _
” Visual Studio Managed @ Al users Mar 10, 2025 O Microsoft 365 Copilot @ Viva Conn..  Not deployed 3,089 Users Microsoft Microsoft
Create stunning visuals with Microsoft 365 Copilot
|
L CollabBot 2 Shared @ Someusers  Mar 10, 2025 O Microsoft 365 Copilot Not deployed 3492 users a Mona Kane No publisher
% Al facilitator for teamwork and communication =
I
SmartSheet Managed @ someusers  Mar 10, 2025 O Microsoft 365 Copilot i Teams Some users 2,093 users Smartsheet SmartSheet
Enabling teams to plan, track, and collaborate on projects

Product images subject to change



CCS - Agent Management

[ J
@ Microsoft 365 Admin Center X | =
D e p I Oyl n g a n e =2 O ® h admin.microsoft.com

Microsoft 365 admin center L Search & Copilot

a g e n I l O a — Home > Agents & connectors J) Dark mode
@
f |2 Agents & connectors
g I O u p 0 u S e I S fel Agents are Al assistants that can help answer questions, create content, automate tasks, and more.
Control how your organization interacts with agents. You can also create connections to your
= organization's knowledge sources so agents can reference them
= )
Agent inventory  Requested agents (6)  Connectors
%
= Recommended agents
% Prompt Coach & Career Coach |l Writing Coach . Idea Coach
0 Write and improve your prompts, Elevate your career and professional success Take your writing to the next level Plan and navigate the brainstorming process
&
2 All agents
b Managed Shared [
- 18 2,350

R Get agents Upload custom agent ' Export to Excel 12 items ‘ L search

S

Filters:  Type v Status v Supported in Vv Certification type v

Name Type Availability Date created |  Supported in Deployment Installed by Created by Publisher
@ Contoso support Shared @ Al users Mar 10, 2025 & Microsoft 365 Copilot i Teams Some users 1,023 users @ Wona kane No publisher
A trusted source for workplace information _
” Visual Studio Managed @ Al users Mar 10, 2025 O Microsoft 365 Copilot @ Viva Conn..  Not deployed 3,089 Users Microsoft Microsoft
Create stunning visuals with Microsoft 365 Copilot
|
L ) CollabBot 2 Shared @ Someusers  Mar 10, 2025 O Microsoft 365 Copilot Not deployed 3492 users a Mona Kane No publisher
% Al facilitator for teamwork and communication =
I
SmartSheet Managed @ someusers  Mar 10, 2025 O Microsoft 365 Copilot i Teams Some users 2,093 users Smartsheet SmartSheet
Enabling teams to plan, track, and collaborate on projects

Product images subject to change



CCS - Agent Management

) Microsoft 365 Admin Center X | ==
el I love u Se r & > @ &) https,//admin.microsoft.com S @  Guest

Microsoft 365 admin center L Search
a‘ ‘ eSS to a n = Home > Agents & connectors

@ CollabBot
Agents & connectors g o

a e n t I ° J i G
fel Agents are Al assistants that can help answer questions, create content, automate tasks, and more,

Control how your organization interacts with agents. You can also create connections to your

=] organization's knowledge sources so agents can reference them Overview Users Details Security & compliance
® )
Agent inventory  Requested agents (6)  Connectors
——— Description
S
Al facilitator for teamwork and communication
B Recommended agents
Availability Created by
8 All Microsoft
B% Prompt Coach &8 Career Coach © Al users
Write and improve your prompts. Elevate your career and professional success.
O Deployment Agent type
& Some users Microsoft
2 All agents Supported in Created in
O Copilot Copilot Studio
b Managed Shared
1 8 2,350 Date created
@ Mar 10, 2025

2 Getagents T Upload custom agent = Export to Excel

S

Filters:  Type v Status v Supported in Vv Certification type

Name Type Availability Datecreated |  Supported in
@ Contoso support . : Shared @ Al users Mar 10, 2025 & Microsoft 365 Co|
A trusted source for workplace information
Visual Studio
Managed All users Mar 10, 2025 Microsoft 365 C
” Create stunning visuals with Microsoft 365 Copilot 9 © Al O v 9
CollabBot A
‘ Al facilitator for teamwork and communication fseasc @ Someusers S tar:40,2025 & wicosofi 35384
SmartSheet Managed @ Someusers  Mar 10, 2025 ) Microsoft 365 Coj
Enabling teams to plan, track, and collaborate on projects

N
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CCS - Agent Management

@ Microsoft 365 Admin Center X | == - 0 X
OC a n a g e n & 2 @ G htty admin.microsoft.com A

£ Search & Copilot

=SS Home > Agents & connectors & Dark mode
Agents & connectors

Control how your organization interacts with agents. You can also create connections to your
organization's knowledge sources so agents can reference them

@
fel Agents are Al assistants that can help answer questions, create content, automate tasks, and more.
=]
=

Agent inventory  Requested agents (6)  Connectors

Recommended agents

B% Prompt Coach & Career Coach |y Writing Coach .| IdeaCoach
Write and improve your prompts. Elevate your career and professional success Take your writing to the next level Plan and navigate the brainstorming process

All agents

Managed Shared

18 2,350

B} Getagents T Upload custom agent ' Export to Excel 12items | O Search
9

Filters:  Type v Status v Supported in v Certification type v

Name Type Availability Datecreated |  Supported in Deployment Installed by Created by Publisher
Contoso support 2

@ PP Shared @ Al users Mar 10, 2025 ) Microsoft 365 Copilot B8 Teams Some users 1,023 users @ vona kane No publisher
A trusted source for workplace information &

” Visual Studio Managed @ Allusers Mar 10, 2025 D Microsoft 365 Copilot @ Viva Conn..  Not deployed 3,089 Users Microsoft Microsoft
Create stunning visuals with Microsoft 365 Copilot

|
b ] CollabBot 2 Managed @ someusers  Mar 10, 2025 @y Microsoft 365 Copilot Not deployed 3,492 users a Mona Kane No publisher
@ Al facilitator for teamwork and communication _
r

Smarisheet Managed @ someusers  Mar 10, 2025 O Microsoft 365 Copilot i Teams Some users 2,093 users SmartSheet SmartSheet
Enabling teams to plan, track, and collaborate on projects

Product images subject to change



CCS - Usage reporting

Microsoft admin center

Track message
consumption

Public preview: Q2CY2025

Near real-time visibility into metered message
consumption

Total messages consumed for the selected
period with cumulative and daily trends

Line-level consumption details per user, agent,
billing policy*, and user-agent pair

4K % & © & 0 & »» 4 0 ©» &

® ¢ §F @ @

& &

Home > Usage

Usage

Overview

Reports
@ Microsoft 365 Copilot
Copilot
Copilot Chat
Agents
Message consumption
BR exchange
& Forms
(B Microsoft 365 apps
@ Microsoft Browser
Microsoft Teams
Microsoft Teams apps
> OneDrive
& Project
B SharePoint
W visio
& Viva Engage

A viva Learning

) Dark mode

Message consumption rrevew Last activity detected: March 6th, 2025, 8:05 AM (UTC) 7 Help

This report applies to metered experiences in Microsoft 365 Copilot Chat.
Learn more about message consumptian

Filters:  Periods: (Feb 4, 2025 - Mar 6, 2025)

Messages consumad

60,000

Alerts

g Managecost by upgrading users to Microsoft 365 Capilot
You have ane of more users who exceaded 3,000 messages over the past 30 days. Consider assigning
them Microsoft 365 Copilot licenses,

View message consumption details

Messages consumed

Cumulative & daily trends.

ou

The number of messages consumed for the selected period. See metric definition

Feb 4 Feb 14 Feb 24 Mar &

Message consumption details

Users  Agents  Users & agents

L Export 100items  [Td
Usarnama (1) Display name () Past 7 days Past 30 days Month to date Previous month 2 Months prior Year to date Last activity date (UTC) ()
DCBC3SECIAZAAII4ISSDALFASFG C6SEBDBAFAODABISITEDFAREASAFEGE 5 10 o a 0 0 Monday, 20 January 2025
DCBCISECIA3AAII4ISSDA4Q4SFZ  BDDT792B2FBCSCTFCAGTACCOS2IAGE. 2 50 2 a 0 0 Friday, 17 February 2025
DCBCISECIAIASIAISSDAAQASF20  IECCBFA3SA92F567327650C8DBCTEI4T 2 100 3 3000 2833 3 Thursday, 16 February 2025
43CBC3SECIAZAAI34355DA4Q45F DCS5DBETD3BEAA2211E19696412EA252 1 100 2 2720 544 1 Wednesday, 15 February 2025

*Consumption per billing policy planned for Q3CY2025




CCS - Usage reporting

Assess agent usage

Public preview: Q2CY2025

Inform agent management and adoption
strategy decisions with insight into agent usage

Total active users with segmentation by M365
Copilot licensed and unlicensed users

Total active agents

Active users and active agents by publisher type
l.e. user-created, built by your org, built by
Microsoft, built Microsoft partners

Line-level details per user, agent, and user-
agent pair

®
R
=)
L
fa
B
=]

e e R & F e e

Agents e
This rep

st 30 days (an 17, 2025 - Feb 15, 2025)

1586 |oos

Users by license type

Users by license type

Users and agents by publisher type

Users by publisher type

Usage details
Users  Agents  Users & agents
L Export
Usemame @ Daplaynome )
DCBCISEC FASFG CHSEAC 6 DFAAEAGAFEGE

DCBCISECIATAAIIAISSDA4QASFZ  BOD7TO2B2FBCSCTAFCAGTBCCI52IABE

DCACISECIATASI4ISSDA4QMSF20  IECCBFAISAO2F56 732765 DCADEL 78947

Agents by publisher type

"
L
- . - —-—
i+
Has a Copllot liconse g

Product images subject to change



Copilot Studio

Power Platform Admin Center:
Secure Agent Access 5 Powes Pltirm e come v ane: @D & 7

(R ) DLP Policies > Edit Policy
Home Security D

@

Actions B overview 5% Set default group
° Policy name
ﬁ Settings MCAPSTechConnect2024
Marese | qp \twork security (Do Not Delete) Assign connectors ©
(D| @ Prebuilt connectors
Mcl:i:m € Access control ‘ Business (0) Non-business (1296) | Default Blocked (5) A search connectors
. ) -
S b d 1 bl 1 ‘ Se!"' < st astecton ©@ Custom connectors Blocked connectors can't be used where this policy is applied.
ecure agent access by disabling -~ | —
. . ( D
k)
publish using connector Cxpma | Procucts © scope D Name slockable
. . ‘
management and by disabling @ PonerPages Chat without Microsoft Entra 1D
. @ cEnvironments authentication in Copilot Studio ves
access from internet to chat. @ |
Copilot
. Microsoft Teams + M365 Channel in
@ Q@ review Copilot Studio ves
Limit agent sharing to co-authors
Direct Line channels in Copilot Studio : Yes
or end users who chat. @
Facebook channel in Copilot Studio H Yes
@ Omnichannel in Copilot Studio i Yes
\ J




Copilot Studio

Power Platform Admin Center:
Environment Groups

Secure by default: Makers build in their own
' secure, pre-configured environment instead
of default.

New Makers New Makers

< = Enhanced manageability: It is easier to O ©O
R govern when users and assets are Environment Routing
distributed across environments.
Default Environment

Healthy ALM: Avoids clutter in the default
environment. Only relevant assets are
promoted.

Available for: € Power Apps ‘ Copilot Studio 3% Power Automate



Copilot Studio

Power Platform Admin Center:
Environment Groups & Rules

Bulk management of environments Lock the settings of environments
Environment groups manages 30,000+ Lower-level admins and users cannot override the
identically configured environments. environment group’s rules.

14
:
|
| 7 7
. . Default Environment : Developer env 1 (' Developer env 1 (’
|
~ |
|
|
|
|
|
l

Rules
v Agent maker onboarding: ON

()
'.. ¢ » O ¢ 2 O

User 1-364,520

v’ Agent sharing limits: ON

v’ Agent descriptions: ON

v Agent with Bing search: ON
v Agent data processing: ON

v" and more



Copilot Studio

Power Platform Admin Center:
Environment Groups + Rules + Environment Routing

When paired with Environment Routing...

i1 4 Copilot Studio

Describe your copilot to create it

Provision new developer
environments into specified groups

Helpdesk Expense tracking HR and benefits

Route Copilot Studio makers to
their own developer environments

Start with a template
Templates are currently a preview fea

Default  Advanced Templates

Configure new environments
based on predefined rules

Welcome Copilot Studio makers
with Maker Onboarding

@) Responsible Al FAQs

¥% Try Copilot Agents
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Power Platform Admin Center:
Govern Agents at Scale

Generally available

Makers can build agents in personal
environments without the fear of others
accessing their agents.

Deploy and certify agent solutions using
Pipelines from development to
production environments.

Maker welcome message to inform
agent authors about important privacy
and compliance requirements.

Copilot Studio

ated @

Environment routing X

Direct new Power Apps makers into their own
personal developer environments. Learn more

Create personal developer environments for
makers

@ on

User type

Select who can be routed to a new personal
developer environment.

@ All makers

() New makers only

Environment group @

MCAPSTechConnect2024 (Do Mot Dele... ™

@ Dedicated group of environments for
MCAPSTechConnect2024 (Do Not Delete). Go
to group details

Security group ®

None (unrestricted) &




ower Platform Admin Center:
referred Solution

Environment

& Copilot Studio 8 Wells Fargo DEV

im
m

Solution checker &% Show dependencies See history [ Clone &% Translations £33 Settings

+ New solution ¢~ Edit Delete — Export solution & Deploy Set preferred solution

olution "My Custom Agent” imported successfully.

Solutions

Generally Available

Current preferred solution
Power of Attorney Management

Manage

» Keeps customizations organized
(9 Managed & Al

Display name Name Created | Version Publisher Solution check Source control status

»  Works across all maker experiences

My Custom Agent : MyCustomA o Connect to Git

Bank Process Automation 2 e Connect to Git

« Starts every maker with “healthy” ALM

I Connect to Git

Bank Process Automation 1

Bank Process Automation ¥ Connect to Git

MDA Test 18 1= Connect to Git

Equipment Checkout System © K T Connect to Git

- Connect to Git

Branch Form Management

- T- Connect to Git

Branch Formz : B

marcsctemp }o Connect to Git

Branch Form Management DR }o Connect to Git

¥- Connect to Git

Branch Forms Mgmt

¥ Connect to Git

3 ¢00EME X

WF : WF 2




Power Platform Admin Center

Pipelines + Onramps

Generally Available

« Traverses “sharing limits” cliff

» Directs users to deploy to production
environments

» Seamlessly connects the Maker
ALM journey

0

O sar
=4

& Copilot Studio

Windy

Bank Data Analyst f; Overview  Topics Knowledge Tools Activity Analytics Channels

x
Your agent is ready! Here's what's next:
{7 Add tools so your agent can do things for you -
-
Build topics to focus and guide how your agent answers =
/I Publish your agent so others can use it =
Details £ Edit
, Name
“~ BankData Analyst
Description
An agent designed to assist in analyzing Account and Contact data for a bank, providing insights and recommendations while ensuring data
privacy and security.
Orchestration
Use generative Al to determine how best to respond to users and events. Learn more Disabled
Instructions (@ Saved
- Assist in analyzing Account and Contact data for a bank.
- Provide insights and recommendations based on the data.
- Ensure data privacy and security.
- Respond in a professional and concise manner.
- Avoid discussing sensitive financial information unless explicitly requested by the user.
- Use clear and straightferward language.
- Be friendly and approachable while maintaining professionalism.
400/2000

Analytics Open Analytics

ce info from the last

Total sessions @ Engagement @  Satisfaction score @
0 0% 0% 0% N

PEFO0REME

-. Q Search [ ™ -

Environment

& Wells Fargo DEV

Published 2/23/2025 Publish Settings

i o=t yourag |- Export agent
4| Import agent
Bl View solution
T Delete

= Share

Hello, I'm Bank Data Analyst, a vir
Just so you are aware, | sometime
answer your questions. If you pro
website during creation, try askin
Next try giving me some more kn
setting up generative Al




Power Platform Admin Center
Agent Deployment notes

& Copilot Studio

Cineplex Demo Solution

Generally Available

» Copilot generates deployment
notes for pipelines deployments

» Gives makers insights into every
deployed version with less effort

« Streamlines the approval process

« Agents now included in key
components!

Pipelines

Target Environme

Details

Development

Last deployed

nts in pipelines must be enabled as Managed Environments

Deploying Solution

@ Destination

|

@ Connections

@ share

© Summary

Pipeline

Default Pipeline - Deployments Require Approv

Display name

Cineplex Demo Solution

Publisher

powerplatapps

Version

1003

Deployment notes

The Cineplex Demo Solution is a comprehensi
Cineplex operations, from movie listings to ev
function, contributing to the overall efficiency

Key Components:

1. Cineplex events (Copilot): Assists in managi
2. Cineplex Event App (Classic Canvas App): A
3. Cineplex events phone (Classic Canvas App)
for on-the-go management.

4. Available movies (Entity): Contains records
5. Food Package (Entity): Manages informatior
6. Movie Event (Entity): Stores details about m
7. Room (Entity): Keeps track of the rooms ava
8. Staff (Entity): Manages staff information for
9. Copilot event automation (Modern Flow): A
productivity.

X Clear

(@ Al-generated content can have mistakes. Make s

Back Deploy



Test Automation with Copilot

Studio Kit

Generally Available

 Build test cases using multiple
validation methods - including
using Al model to validate the
response

+ Easily validate the core
scenarios of your custom agent

* Automatically perform
hundreds of test cases with a
click of a button

Quick links

@ Home

Configure

& Agents

Test

B TestSets

»h Test Runs

Conversation KPls

&l Dashboard

Tools

@l Agent Inventory
‘Webchat Playground
& Agent Review Tool

i Conversation Analyzer
= Adaptive Cards

% Prompt Advisor

n Kit ¢

L Search

B = B & swve & Saves&Cose New [} Deactivate [i] Delete

P: MT Create ticket caved
Agent Test

General Advanced Results Admin Related

Name *9 P MT Create ticket Test Type

Name T~

P: Create ticket Topic Match Yes
P: Descriptian Response Match Yes
P: Severity Response Match No
P: Summary Response Match Yes
P: Feedback 1 Attachments (Ada Yes
P: Feedback 2 Response Match Yes
P: Feedback 3 Response Match Yes

Rows: 7

Test Type Critical ¥ Order T

() Refresh &, Assign

Multi-tum

Test Utterance ¥

create ticket

My computer is nat responding. | have tried to turn it

~

Agent Test Set

+ MewAgentTest {0 Refresh @

Expected Response ~

Please enter severity from 1 to 4

Thank you far your patience.

completed successfully,

Thanks for your feedback.

Ok, goodbye

# Pe
Own

" A Kit Validation Test Set X

Export Agent
£ Filte

Expecte



Introducing Foundational Governance with Copilot

Provided with SharePoint Advanced Management 2

A

Reduce site sprawl

|dentify patterns and potential
issues with reporting and receive
actionable recommendations.

Run automated, rule-based policies
to manage and retire inactive sites
and their content.

Create and leverage Al-powered
policies and reports to govern
content at scale.

=

Control site oversharing

View reports that identify sites
that contain potentially
overshared or sensitive content.

Enforce stringent access
conditions when users access

SharePoint sites with access policies.

Prevent sites and content from being

discovered with restricted content
discovery control.

@

Manage site lifecycle

Review and monitor changes
you've made to a SharePoint site's
properties.

Use broad reports to review
changes to SharePoint site
properties.

Leverage policies to ensure proper
content ownership and manage
unused content across the
organization.

1 Capabilities which require Microsoft Purview (Extended SharePoint Permissions or Default Sensitivity Label for a SharePoint Document Library) require separate licensing of those products
2 SharePoint Advanced Management is available as a standalone offer (3 PUPM) for customers without a Copilot license


https://learn.microsoft.com/en-us/sharepoint/advanced-management

3ii  SharePoint admin center &7 @

@ Your SharePoint Advanced Management subscription is enabled.

@ Home Home > Advanced management
B sites A
Active sites
Archived sites Advanced management
Deleted sites
® Containers < Manage and govern SharePoint and OneDrive with advanced tools and enhanced Microsoft 365 secure collaboration
abilities.
% Policies N i
Learn more about SharePoint Advanced Management
%% Settings
BF Content services v
What's included
& Migration
B Reports v Feature T Location Purpose
% Advanced v Block download policy for SharePoint and OneDrive Microsoft PowerShell Prevent download for both external and internal users
More features Change history Reports > Change history Find who made particular site or organization setting changes and when
Conditional access policies for SharePoint and OneDrive Microsoft Entra conditional access Control whether users can access sensitive sites based on conditions like location or operating system
I € Advanced management Pro
Data access governance reports Reports > Data access governanace Discover potential oversharing and keep track of sites that have sensitive files
¢ Customize navigation
Default sensitivity labels for document libraries Library settings and Create document library panel Help make sure sensitive project files are appropriately labeled
Show all
OneDrive access restriction Policies > Access control > OneDrive access restriction Allow only particular groups of users to use OneDrive
Recent actions Active sites > Recent actions Review recent site changes you made

Reports to help identify overshared sites and provide recommended actions to mitigate risks.
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Agent Builder

icrosoft 365 Admin Center:

@ Microsoft 365 Admin Center % | =

Agents Inventory € 5 G0 v umeten
anagement

center A2 Search for users, groups, settings, and actions

Home * Integrated apps

(it Home
. Integrated apps
@ Copilot g pp
Users ~ Discover, purchase, acquire, manage, and deploy Microsoft 365 Apps developed by Microsoft
C.
partners, You can also deploy and manage Line-of-business add-ins developed within your
&3 Devices v organization, For advanced management of these apps go to the respective admin center or page
3 ' Teams & groups W
e n e ra y ava I a e Deployed apps  Available apps  Blocked apps  Shared agents
Sa  Roles v —
B Resources hd Agents let users seamlessly integrate Al assistance with their tools and workflows to enhance
productivity and efficiency. Users can create agents and share them with individuals or groups.
B Billing w Learn more about shared agents
View the inventory of shared o ’
. l @',l Settings w
agents in my tenant from . A
g y f Setup b Name Status Host products Created date | Created by Shared with App D (D)
C u Sto I I l a g e ntS a n d a g e nt B~ Reports b O @ Shared Agent t @ Available b Microsoft 365 Copilot @8 Microsoft Teams Minah Kane 1 user 9B9B9GIGIG349Xkhk
. & Health 4 0 @ Shared Agent : M noighle @0 Microsoft 365 Copilot @8 Microsoft Teams November 25, 2024 Minah Kane 30 users 9B989GIGIgI49Xkhk
u I e r © Block
.
TR centers (m @ Shared Agent - @ Available @ Microsoft 365 Copilot @ Microsoft Teams Mavember 25, 2024 Minah Kane 30 users QBIBIGIGIgI49Xkhi
@ Security O @ Shared Agent @ available T Microsolt 365 Copilot @ Microsolt Teams Mevembe Minah Kane 30 users BO8GIG g I4AKkhk
@ Compliance O @ Shared Agent ¢ @ Avallable @b Microsoft 365 Copilot @ Microsoft Teams Naovember 25, 2024 Minah Kane 30 users 9BIBIGIGIGI49XKkhK
o Device Management O @ Shared Agent ¢ @ Mailable 0 Microsoft 365 Copilot 88 Microsoft Teams November ; 4 Minah Kane 30 users 9B9BIGIGIG349Xkhk
@  Azure Active Directory O @ Shared Agent : © Available @0 Micrasoft 365 Copilot BB Microsoft Teams Naovember 25, 2024 Minah Kane 30 users 9BIBIGIGIgI49KKhK
63 Exchange O @ Shared Agent P @ Available M Microsoft 365 Copilot @8 Microsoft Teams November 25, 2024 Minah Kane 30 users SBOBIGIGIGI4TNKhK
harepoint .
® S ﬂ @ Shared Agent . @ Available T Microsoft 365 Copilot @8 Microsoft Teams MNovem| , 2024 Minah Kane 30 users SBIBIGIGIGI49Xkhk
#  Teams .
[ @ Shared Agent : © rvailable 0 Microsoft 365 Copilot @8 Microsoft Teams November ; 4 Minah Kane 30 users QBOBOG GG IA9KKhk
= All admin centers




I Copilot Studio Agent Builder

Microsoft 365 Admin Center:
Agent reporting

HH Micrt dmin center —
j Usage
Generally available - e
e
Report shows distinct count :

of users in your org who used :
agents. :

NS s MMMW
agents built by your org using N/

Copilot Studio, Agent Builder,
and Teams Toolkit.

Export report as csv. Smpee e e gmme

Learn more: aka.ms/MACAgentReport



https://aka.ms/MACAgentReport
https://aka.ms/MACAgentReport

Copilot Studio

Copilot Page

A centralized location for documents, insights, and controls
for Power Platform in PPAC

Readiness Insights Governance

» Data and security guidance » Usage across Copilots * Responsible Al insights
« Copilot FAQ * Apps created using Copilot * Visibility to Copilot
« What's new in Copilot  Makers using Copilot enablement

- Getting started guides « Copilot ROI * Centralized Copilot settings



i1 Power Platform admin center

& Welcome, Sean

Home

¥

New admin center c %)) 2 ? @

A Construction zone: the new Power Platform admin center
p

We're building you an admin center that's easier to navigate and intuitive to use.

Manage

G

Monitor -+ Add cards &/ Share feedback

O

Security Service health

2

Deployment = A5 p 3
s @ Oincidents or advisories.

Licensing

@

Copilot

6

Support [}

Documentation

Power Platform admin center

@ Activate Managed Environment

&

Admin

st £3 Licensing overview for Microsoft Power Platform

Message center

30 unread messages

>  Finance and Operations Apps - Dataverse will be mandatory for all new and existing deployments
@ Power Platform - Create and Use Power Fx Functions Public preview
) Copilot Studio - Removal of the ‘New Analytics' toggle on the Analytics page in Custom copilot agents

» Finance and Operations Apps - Information regarding security enhancements for managed storage accounts

‘ Show all ‘

Jv_ Advisor

Recommendation may show for up to a week once acted on.

3 recommendations

Set up IP firewall View details



Power Platform Admin Center:

Agents Inventory

Preview

Showing agents inventory in
Power Platform Admin Center for
custom agents

@

Home

@

Actions

Deployment

@

Licensing

S

Copilot

T

Support

@

Admin
centers

Power Platform admin center

Manage ED

@ Environments

B Environment groups
QJ Inventory

83 Tenant settings

& Data (preview)
Products

® Power Apps

¥ Power Automate
& Power Pages

™ Dynamics 365 Apps

[ & Copilot Studio

Copilot Studio

L search

Manage the agents people make in Copilot Studio. Learn more

Copilot Studio

New admin center ‘) D &

Coseah
7~ -
Items: 27
Item name Item type Owner Modified on Created on 1 Environment Environment type Environment regifin
Copilot in Power Ap... Agent ed49c62fd-3413-44c...  10/18/24 10/18/24 Piyali Nath (2) Developer Canada
Copilot in Power Ap.. Agent 34dd421-1dfe-db6...  10/18/24 10/18/24 Piyali Nath Developer Canada
i r fi Agent ded8fbd0-db86-ef1... 10/11/24 10/11/24 D365 template env Sandbox Canada
Copilot in Power Ap... Agent 4eaf564d-6a03-4cd...  10/11/24 10/11/24 Sid Gundavarapu Developer Canada
mer Servi Agent f64677b9-2¢09-4d0...  10/10/24 10/10/24 D365 template env Sandbox Canada
Sales Copilot Power...  Agent f64677b9-2c09-4d0...  10/25/24 10/10/24 D365 template env. Sandbox Canada
Copilot in Power Ap... Agent 64677b3-2c09-4d0...  10/10/24 10/10/24 D365 template env Sandbox Canada
Copilotin Power Ap... Agent 2237bb16-da14-48f... 10/07/24 10/07/24 Johanna Lorenz Dev2  Developer Canada
Copilotin Power Ap... Agent Ta5e0f59-c8bc-437...  10/06/24 10/06/24 Woodgrove Default... Default Canada
Customer Service ... Agent d12ef883-126d-485...  10/06/24 10/06/24 arjun D365 templat...  Sandbox Canada
Sales Copilot Power... Agent d12ef883-126d-485...  10/30/24 10/06/24 arjun D365 templat...  Sandbox Canada
Copilot in Power Ap... Agent 5758b860-15e9-4f0...  10/04/24 10/04/24 Mik sysadmin Production Canada
Copilot in Power Ap... Agent aae23427-0e28-490... 10/03/24 10/03/24 Woodgrove Bank - ... Production Canada
Copilot in Power Ap... Agent d77c2c10-0ce9-449...  10/02/24 10/02/24 Mik NOT sysadmin Production Canada
— — - R i} - J

@
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Microsoft Purview:

Data Security Posture
Management for Al

General Availability

Data Security Posture Management (DSPM)
for Al helps customers to gain visibility into
Al usage and provide data risk analytics
across agents and Al apps including:

» Sensitive data shared with Al interactions
» Risky usage with Al interactions
* Unethical use in Al interactions
« Compliance with Al regulations

* Free Preview for Copilot Studio until May 2025, then Paid Preview

-t

1]

3

B Microsoft Purview

c o

Microsoft Purview Fredew

Home

DSPM for Al

Overview

Recommendations

Reports

Data assessments.

Policies

Activity explorer

x (S8

purview microsoftcom

PREVIEW

Data Security Admin

- o

& Overview

Reports

Microsoft Copilot experiences  Enterprise apps  Other Al apps

Activity

Total interactions over time (Microsoft Copilot experiences)
A Up 20% in the last 30 days

4000
- 1000
o

® Microsoft 365 Copilot @ Security Copiot @ Copilot for Power BI

View details

Data

Top unethical use in Al interactions
Potentially unethical behavior detected in prompts and responses in Microsoft 365 Copilot

Micresaft 365 Copilot

20054
’ Copilat for Fower 81
— — 12151

Sales agent (Azure Al)
—— — 5752

HR agent (Copilot Studiol
—— — 311

® Targeted harassment @ Threat @ Money lundering @ Steck manipulation @ Unautharized disclosure

View details View recommendation

User

Insider risk severity
Number of people in your org using Al apps, grouped by insider risk level

Microsoft Copilots 17346 / 30495 users

Enterprise Al apps 12378 / 30495 users

Other Al apps 7186 / 30495 users

® Highinsider sk @ Medium insider sk @ Low insiderrisk @ Norisk

View details

Total interactions over time (enterprise Al apps)
A Up 0t 30 s

0 oao023 09,/02/2023 00/03/2023 09/04/2023 09/05/2023 09/06/2023 09/07/2023

® HR agent (Copilot Studio) @ Sales agent (Azure A)) @ Marketing agent (Copilot Studic) @ Customer support agent [Azure A

View details

Sensitive interactions per app
Sensitive information types shared with Copilot and other Al apps

Marketing agent (Copilot Studio)

20054
, Vot e o s

. Sales agent {Azure A}
442K wrs

Customer support agent (Azure Al)

— — — 3541

Microsaft 365 Copilot
—— — 1502

® Sourceccde @ Sabouage @ Social security numbers @ Creditcards @ ABA routing numbers

View details

Insider risk severity per app
People in your org using Al apps, grouped by insider risk level

Microsoft 365 Copilot 17346 / 30495 users

786 / 30495 users

zure Al) 3797 / 30495 users

HR agent (Copilot Studio) 2743 / 30495 users

Customer support agent (Azure Al) 1246 7 30495 users

® High imsider sk @ Medium insicer sk @ Low insider sk @ Norisk

View details

x

‘aﬁ@!},'"




Purview + Copilot Agents

Difficulties No code Low code Pro code
Builder Tools 3 ? Agent builder, SPO agent * 3 Copilot Studio ﬂ VS code + TTK, ’ Azure Al(Foundry), Semantic Kernel, etc.
RAG+LLM Sydney Sydney Samba (MCS Standard) Sydney Custom RAG +LLM
Host M365 Apps, Copilot Chat, Teams, SPO Copilot Chat, Teams Teams Copilot Chat, Teams Teams
sy For individual use, share with link for Share W'th link for specific pgople IT admin approval for org-wide use (M365 IT admin approval for orgwide use (M365 app IT admin approval for orgwide use
Publishing o IT admin approval for org-wide use (M365 app
specific people catalog) app catalog) catalog) (M365 app catalog)
Custom instructions
SPO
Custom instructions Custom instructions External web Custom instructions Custom instructions
Knowled SPO SPO Graph connectors SPO AOAI on vour data
owledge External web External web Files External web y
Graph connectors Graph connectors Dataverse Graph connectors

Skills/Actions

IT admin
portal/controls

Purview
capabilities

*SPO - SharePoint Online

Code Interpreter
Image generator

M365 Admin portal (usage report)

Discover

+ DSPM for Al (under Microsoft Copilot
Experiences)

Protect

* IRM (risky prompt/responses)

* Honoring label (SPO)

* DLP for Copilot (SPO)

* Oversharing data assessments (Copilot
Chat)

Govern

* Compliance for Al (Audit, eDiscovery,
Data Lifecycle Management,
Communication Compliance)

PP Connectors (read-only)
Power Automate flow
Rest API

Power Platform Admin Center (Block
connectors)
M365 Admin portal (approval/reject)

Discover

« DSPM for Al (under Microsoft Copilot
Experiences)

Protect

* IRM (risky prompt/responses)

* Honoring label (SPO)

* DLP for Copilot (SPO)

* Oversharing data assessments (Copilot
Chat)

Govern

* Compliance for Al (Audit, eDiscovery, Data
Lifecycle Management, Communication
Compliance)

PP connectors
AOAI on your data

PP Connectors (read/write)
Power Automate flow

Rest API

Azure bot framework Skills

Power Platform Admin Center (Block
connectors)
M365 Admin portal (approval/reject)

Discover (Public Preview)

+ DSPM for Al (under MCS agents)

Protect (Public Preview)

* IRM (risky prompt/responses)

* Honoring label (SPO)

Govern (Public Preview)

* Compliance for Al (Audit, eDiscovery,
Data Lifecycle Management,
Communication Compliance)

Rest API

M365 Admin portal (approval/reject)

Discover

* DSPM for Al (under Microsoft Copilot
Experiences)

Protect

* IRM (risky prompt/responses)

* Honoring label (SPO)

* DLP for Copilot (SPO)

* Oversharing data assessments (Copilot
Chat)

Govern

*  Compliance for Al (Audit, eDiscovery, Data
Lifecycle Management, Communication
Compliance)

Code Interpreter
Rest API

Azure Functions

Function calling

M365 Admin portal (approval/reject)

Discovery (PrPr)

«  DSPM for Al (under AzureAl)

Protection (PrPr)

* IRM (risky prompt/responses)

* Honoring label (SPO)

Governance (PrPr)

* Compliance for Al (Audit, ED,
DLM, CQ)
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Microsoft Agent 365

The control plane for agents




’Iicrosoft Agent 365

The control plane for agents

Registry Access Control Visualization Interop Security




Regi

Get the complete view of
all agents that are being
used in your organization,
including agents with
agent ID, agents you
register yourself and
shadow agents.

Microsoft Entra admin center R Search resources, services and docs

#
[

*

2 0 O ¢

n e

@ 0 & &

Home

Entra agents

Favorites

Entra ID

Qverview

Users

Groups

Devices

Agent ID

Enterprise applications
App registrations

Roles & admins

Identity Protection
Conditional Access
Authentication

External Identities
Custom security attributes
Certificate autharities
Cross-tenant synchronization
Microsoft Entra Connect
Domains

Custom branding
Mobility

Monitoring & health

T

Home > AgentID » Agent registry

@ Agent ID | Agent registry

Entra ID

& Refresh Columns

O Overview

@ All agent identities
N Q search by name or object ID

@ Agent registry

o Showing 6,053 items
B Agent collections

Activity Name

E Auditl i
B Auditlogs M Image Recognition Agent

] sign-in logs
7 Inventory Management Agent
@ Procurement & logistics
|*¢ Content Generation Agent

B HRActions

() peal advisor

(@ conditional Access Optimization Agent

@ Manus

o HR self-servicve

% Finance optimizer

@ Zava Assist

B Sales Forecasting Agent
& Genspark Super

@ estHr 123

o4 Customer Assist

M Stack manitor

=2 Add filter ~
Registry ID Platform
ipig5atp-hrso-iq9s-me2r-ledt2ndpé. PixelNova Al
58b744¢1-e3b3-4205-8016-clbcd194. Adatum

microsoftCopilotStudio_055beb02-87...

10314218-d641-483a-2a2c-e9e2eaba...

microsoftAzureFoundry_088beb02-8...

microsoftCopilotStudio_055beb02-87...

becef3a5-8a8b-4b6b-87b5-bace1fb5..

0a52a0fb-5h3b-4ebc-b231-5cc98f7b,

microsoftCopilotStudio_055beb02-87...

microsoftCopilotStudio_055beb02-87...

microsoftAzureFoundry_088beb02-8...

84e24f35-b1f9-4e39-b700-bbae2cch..

41d8d132-7546-4b%c-8589-f2a5d16.

microsoftCopilotStudio_055beb02-87...

e97c3de4-17c0-4236-a0e1-3451¢c86,

mirrasaftConilatStudia 055hehn?-A7

Copilot Studio

BrightMind Systems

Azure Al Foundry

Copilot Studio

Security Copilat

Manus Al

Copilot Studio

Copilot Studio

Azure Al Foundry

FutureCast Labs

Genspark

Copilot Studio

Kasisto

Canilat Studin

Has Agent ID

o No

© Yes

O Ves

@ Yes

@ Yes

© Yes

O Yes

© Yes

© Yes

@ Yes

O Yes

® Ve

Source ID

default_055beb02-87cc-48e1-bdab-7.

ab3cbad5-9da3-4610-bd2f-7dbBde2c.

default_bd1aeecb-6e88-41aa-90ab-e3

default_b0e53276-403b-49dd-9720-c...

783beb02-87cc-48e1-bdab-78488%d..

default_982beb02-87cc-48e71-bdab-78

3768eee-0fc8-4345-9182-6e3bceats. ..

95deb0cd-6d3d-441d-9ace-5bic5bhe3...

default_675ref02-87cc-48e1-bdab-784...

default_426117dc-2180-4057-9939-ae.

2900dfd4-b521-480b-8125-79293609.

default_055beb02-87cc-48e1-bdab-7.

d6f078d6-feeb-4dd3-933d-eB7573bc...

default_055beb02-87¢cc-48e1-bdab-78..,

7ab85927-bbc7-4aa2-bdae-429d8582.

default 155hehn?-RTec-4Ra1-hdah-78

View mare

View mare

View mare

View mare

View more

View mare

View more



Access control

Bring agents under
management and limit their
access to only resources they
need. Prevent agents
compromise with risk-based
conditional access policies.
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nt 365 overview

Vi S u a | I : : & Agent 365 overview
& A
[N
Explore connections between " p— Y r
agents, people and data and e =
monitor agent behavior and

performance in real time to
assess their impact on your
organization.



Int

Equip agents with the same
apps to simplify human-agent
workflows. Connect them to
organizations’ data to provide
context of work for effective
integration into business
processes.

Chat

T M365 Chat

% Discover

v

NW Region

Chat  Activity Insights

---n—ux

yO@®®E + | >



#  Microsoft Defender > Search B & 0 £ & 2 knsmerondo (W)

S e C ' @ Home Al agents

@  Exposure management i All(136)  Azure Al Foundry (135)  Copilot Studio (1)
@ Investigation & response v Agents discovered in the last 7 d...
Protect agents from
Threat intelli
rotect agents 1ro P o e =

threats, detect and I [
remediate attacks that i
target agents. Protect data

Agent name Status. D Creationtime ~ Account Project Recommendations  Attack paths |

that agents create and use e

from oversharing, leaks, & oo . v
and risky agent behavior. S

& Cloud apps v

@ Cloud infrastructure v



& Cognition

43 PolyAl
ANTHROP\C
Adobe
Microsoft
d Copilot Studio
= BlueYonder
glean
O
Microsoft 365
Copilot
{) Workos
NJ CURSOR
¥ manus
BSOPHOS
<A NVIDIA,
4
zendesk

workday.

Sk

Agent 365
Ecosystem

aka.ms/AgentShowcase

Kasisto

(@ LexisNexis

servicenow
R perplexity

@ OpenAl
i Microsoft Foundry

= Seismic

Genspark

LangChain

koreal

oo{y n8n

< databricks @ zEnsal

AVercel EGNY'TE

box



Get started with Agent 365

Join early access in Frontier
&

Agent 365 is available starting today in Microsoft 365 Admin Center with
Frontier, Microsoft's early access program for the latest Al innovations.
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Jeffrey Bennett

Sr. Solution Engineer

Thank yOU Microsoft | Oil, Gas, & Energy

in https://aka.ms/LinkedIn/JBennett
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