


Upgrading your operating system

How you 

RUN
Replace a patchwork of inefficient systems with intelligent 

apps and agents that work seamlessly across every surface

How you 

BUILD

Equip everyone with AI 

tools that rapidly 

improve their work

Accelerate dedicated 

transformation teams 

with a powerful platform

How you 

SCALE
Build on a fully managed platform with governance, security 

and operations that scale to thousands of solutions



App Builder in M365 Copilot

NEW

Now everyone can create, share, and use apps for their team in Microsoft 365 Copilot



Introducing Workflows Agent

Users can now create intelligent 

workflows directly from M365 Copilot 

with Workflows Agent. Effortlessly 

automate tasks across your M365 

applications like Teams, Outlook and 

Planner.

Users will be guided to prompt and 

define their automation while 

Workflows Agent actively builds the 

workflow in a graphical representation

Manage and edit active flows directly 

within M365 Copilot

Frontier WW | October 2025



New Teams mode for Copilot

Enhanced Channel agent

Enhanced Facilitator agent

Enhanced Knowledge agent

New Workforce Insights Agent

New Project Opal

New Agent Mode in Office



Agent mode in Office



Project Opal



More powerful 
agents

Agents can use Office skills to generate Microsoft 

(Word, Excel, PowerPoint) files to save time on 

common content creation tasks

Better responses with tons of new Knowledge 

sources - Teams meetings and calendars, your 

work profile and org chart, OneNote for 

personal or team notes, delegate/shared mailbox 

and enhanced embedded file size up to 512MB

Enhanced Copilot connector experience with 

granular source-level control across platforms 

like ADO, Confluence, Google Drive, GitHub, Jira, 

and ServiceNow

Have agent only respond from authoritative 

knowledge provided by you to avoid conflating 

information from model’s internal knowledge
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Introducing 
Vibe.PowerApps

NEW

Build with a team of agents
Automate requirements, solution architecture, and code generation

Enterprise power with Dataverse
Quickly visualize and edit relational tables, deploy to millions of users

Create great UX with ease
Beautiful theming, delightful animation, intuitive drag-and-drop design

Deploy on a robust platform
Solutions scale with great ALM, managed availability, security, and more



M365 Copilot in Power Apps

NEW

Bring the full power of Microsoft 365 Copilot and its agents to business apps



Public Preview Dec ‘25

Power Apps 

MCP Server

Equip your agent 

with app skills



Public Preview Dec ‘25

Power Apps 

MCP Server

Equip your agent 

with app skills



Power Apps MCP Server
Equip your agent with app skills

Your agent

Power Apps 

MCP

Data_entry 

tool
Request_assistance 

tool

Automate repetitive 

app tasks

Equip your agent with AI app skills 

like autonomous form filling

Supervise agent activity

Enable control handoffs 

for HITL review

Agent 
feed

HITL UX



Data_entry 

tool
Request_assistance 

tool

Power Apps MCP Server
Equip your agent with app skills

Your agent

Power Apps 

MCP

Automate repetitive 

app tasks

Equip your agent with AI app skills 

like autonomous form filling

Supervise agent activity

Enable control handoffs 

for HITL review

Agent 
feed

HITL UX

Engage app skills 

from Copilot

Work with your app 

without switching context



Agent Feed
Manage the work 

of agents in 

Power Apps



Agent Feed
Manage the work 

of agents in 

Power Apps



Agents can respond with different HITL UX

Agent 
feed

Data entry “diff view”

Available with public preview

Agent 
feed

App navigation

Available with public preview

Agent 
feed

Custom UX

Coming soon



Human in the Loop – Data Entry and Data Visualization



Human in the Loop Custom UX



Invoke Power Apps MCP from M365 Copilot



Join the

Early Access Preview

https://aka.ms/PowerToolsEarlyAccess

Power Apps MCP Server

… and more

Agent Feed

https://aka.ms/PowerToolsEarlyAccess


Computer use in Copilot Studio

Public preview

Agents can now interact with websites and desktop apps

Add a Computer use tool to 

your agent to seamlessly run 

UI Automation.

Different machine options:

1. Hosted browser for web-only 

tasks

2. Cloud PC Pools (New) providing 

Entra-joined machines when 

needing internal apps, resources

3. Bring-your-own-machine when 

needing full control.

Easily manage passwords to access 

the machine, any website or app.



Enhanced Inventory and Usage

NEW

Use the Managed Platform to find and monitor any asset, from apps to agents



New Answers capabilities

Agentic RAG for SharePoint, 

and more maker controls!

Agent can smartly decide to read full file or 

find in find depending on the query

Agents can compare files from SharePoint

Makers can use variables to target public 

website or SharePoint sites better 

Use SharePoint metadata filters to scope the 

knowledge that your agents use

Use ServiceNow via M365 Graph Connectors



Setup

Simple MCP onboarding wizard

New
Full dynamic OAUTH 2.0 support



Streamline

Support for Tools & Resources 

New
Selective Tool integration

Full error diagnostics 

& Troubleshooting



Copilot Studio includes built-in MCP servers



Microsoft Agent 365

Early access

Microsoft Agent 365

The control plane for agents



Microsoft Agent 365

The control plane for agents

Registry Access Control Visualization Interop Security



Data Sources
H2A - Prompt

Agent

Apps

A2H – Response

A2A – Invocation

A2LLM – Inference

LLM

A2App – Invocation

Tools

MCPs APIs

Data Sources

Agents need same protection as users and more 



Access Control



Agent observability & usage
Agent 365

Admins can gain insights to guide agent 

management and adoption strategy. 

Sample metrics:

• Total active users & agents

• Active users and agents by publisher type

• Line-level consumption details per user, 

agent, billing policy, and user-agent pair

• High-consumption alerts to prevent over-

spending

Product images subject to change



Visualization



Single agent registry
Agent 365

• Start with a single registry 

for all agents.

• Quarantine unsanctioned 

agents to block discovery 

and connections.

• Use the Agent Store for easy 

agent discovery in Microsoft 

365 Copilot and Teams.

Product images subject to change



Interoperability



Jumpstart frontier firm journey with Agent 365

Security



Access control settings
Agent 365

• Set guardrails for who 

creates, onboards, and 

manages agents.

• Choose how broad agents 

can be shared. 

• Manage agents and limit 

their access only to the 

resources they need.

Product images subject to change



All your agents can be enabled for Agent 365

Agent 365 

Agent Identity Agent Observability Agent Interoperability

+
Your Agent

Copilot

Studio

Microsoft

Foundry

Microsoft

Agent Framework

Any AI Stack +

Agent 365 SDK



Agent Identity

User Identity Agent Identity App Identity

Microsoft Entra



What’s new

Microsoft Entra Agent ID
Secure access for AI agents

Register and manage 

agents

• Agent ID

• Registry

Govern agent identities 

and lifecycle

• Lifecycle management

• Sponsors and managers

• Access governance

Protect agent access to 

resources

• Conditional access

• Identity Protection

• Traffic filtering

aka.ms/EntraAgentID



What’s new 

Microsoft Purview
Data security and compliance for AI agents

Observe agent risk

• AI Observability in DSPM

• Insider Risk Management for 

Agents

Protect sensitive data

• Purview protections for agent 

interactions

• Support for Agent ID

Maintain compliance

• Compliance controls extended 

to agents

aka.ms/PurviewforAgents



What’s new   

Microsoft Defender
Security posture and threat protection for AI agents

Prevent threats

• Runtime protection

• Security posture management

• Attack path analysis

Detect threats

• OOTB threat detections

• Ability to create custom 

detections

Investigate & respond

• Agent inventory

• Incident investigation

• Threat hunting

aka.ms/Defender-S4AI-Ignite-2025



What’s new    

Security Dashboard for AI
Unified AI risk visibility for security leaders

Visibility across risks Prioritize critical risks Drive risk mitigations

Included for Microsoft security customers

aka.ms/S4AI_IgniteNews2025



Security Dashboard for AI: Risks and Recommendations



Work IQ
Adapts to each person’s working style, patterns, and daily flow

Brings together content from emails, Teams chats, documents, and SharePoint

Powers enhanced Microsoft 365 Copilot features

Foundry IQ
Builds rich knowledge graphs from organizational content and communication

Provides a governed knowledge layer that grounds AI agents in real context

Gives developers a single retrieval endpoint with built-in routing and intelligence

Fabric IQ
Turns operational and analytical data into live semantic models

Unifies analytics, time-series, geospatial, and real-time data sources

Offers an always-updating view of how the business is operating



Work IQ Data, Memory, and Inference Layers

Work IQ
Data

Memory

Inference



Work IQ Security Layer

Work IQ
Data

Memory

Inference



Work IQ Apps Layer

Work IQ
Data

Memory

Inference



Work IQ Agent ecosystem

Work IQ
Data

Memory

Inference

Agents

Agents



Foundry IQ

Preview

Knowledge for agents powered by Azure AI Search



OneLake

Data Agent

Teams Fabric Copilot 
Studio 

Foundry M365 EndpointMCP 
Server

Lakehouse Warehouse EventhouseSemantic
Model

AI Search Fabric IQMirrored DB SQL DB

Consumer

Fabric data agents

A virtual analyst that allows users to 

interact with and gain insights from 

enterprise data in OneLake

New Consume your data agents in 

M365 Copilot and as remote MCP 

Server in VS Code

New Data agents now support 

unstructured data through Azure AI 

Search

New Data agents now support 

Fabric IQ Workload through 

Ontology



Microsoft Foundry 
The AI app and agent factory

Models Agent Service IQ Tools Machine Learning

Control Plane

Cloud Edge

Security, compliance, and governance



Anthropic’s Claude in Foundry Models 

Announcing

Best models for coding and agentic workflows

Claude Sonnet 4.5 Claude Opus 4.1 Claude Haiku 4.5



Get started with Agent 365

Join early access in Frontier

Agent 365 is available starting today in Microsoft 365 Admin Center with 

Frontier, Microsoft’s early access program for the latest AI innovations. 
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