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WHAT:  
An education series with topics surrounding the 

Power Platform

WHO:  
Power Platform enthusiasts:  app makers, 

administrators, and newbies

WHEN:  
Once a month

WHERE:  
Virtual Teams Webinars

WHY:  
To both, educate and learn





Copilot + Agents

Copilot

Every employee will 
have a Copilot

Works as your personal assistant

Grounded in work content like email, 
meetings and documents

The UI for AI

Agents

Every business process will 
have an agent

AI-powered system with actions, 
triggers and knowledge

Works on behalf of employees, teams 
and functions

Connected to Copilot or autonomous



Agents

Every business process will 
have an agent

AI-powered system with actions, 
triggers and knowledge

Works on behalf of employees, teams 
and functions

Connected to Copilot or autonomous

Agents You Build
Tailored to your unique business processes.

Agents Built by Microsoft
Employee Self-Serve, SharePoint Agents, 
Dynamics 365 agents +

Agents Built by 3rd Party ISVs
Adobe, ServiceNow, SAP, and many more.



AgentsCopilot StudioCopilot

Copilot is the UI for AI

Copilot Control System



A spectrum of agents

Simple Advanced

Retrieval
Retrieve information 
from grounding data, 

reason, summarize, and 
answer user questions

Generally available

Task
Take actions when 

asked, automate 
workflows, and replace 

repetitive tasks for users

Generally available

Autonomous
Operate independently, 

dynamically plan, 
orchestrate other agents, 

learn and escalate

Preview

Agents vary in levels of complexity and capabilities depending on your need



Information workers can easily 

extend Microsoft Copilot and give it 

new skills

 

Lightweight, intuitive Agent builder 

– embedded right inside of M365

Connect Microsoft Copilot 

to your enterprise data and process

to support your own specific 

scenarios

Making M365 
agents  with 
Copilot Studio is 
easier than ever



More controls to govern agentic 
capabilities with triggers and disable
chat transcript logging

Single-tenant Azure app registration
for new agents to address multi-tenant 
restrictions

Network isolation with Power Platform
IP Firewall to enable IP range traffic 
restriction

Admin visibility into their authenticated 
agents’ end users AI usage through audit 
logs in Microsoft Purview 

Learn more: aka.ms/CopilotStudioSecurity

Security & 
Governance  

https://aka.ms/CopilotStudioSecurity


AI & AI Answers Quality

Enhanced Models

▪ GPT-4o and GPT-4o mini

▪ Improved search results 

quality

▪ Better multi-language support

▪ Ability to reason over images 

and tables in files

SharePoint Search

▪ Lower latency & higher quality 

responses 

▪ Improved chunking, document 

& passage selection improves 

response quality by 40%

▪ Significantly improved 

underlying search by 

transitioning from keyword to 

semantic index

▪ 15% more answers with 

relaxed summarization prompt

Knowledge Curation

▪ Analyzes your knowledge base 

to provide visibility over which 

sources are being used and 

where there are unanswered 

questions and themes

▪ Guided UX to filter sources 

and add custom knowledge to 

fill gaps in the knowledge 

base

▪ Recommends relevant 

knowledge from within your 

organization



Connect to Azure AI Search

Allow your agents to chat over your 

knowledge in Azure AI

Utilize custom RAG built in

Azure AI Studio and supplement it with 

all the capabilities of Copilot Studio 

Easy intuitive experience

with no-code



Customers can use models they create 

or select in Azure AI in their copilots in 

Copilot Studio

Enable sophisticated scenarios that 

rely on custom models – calling them 

from right within your Copilot Studio 

topic

Bring your 
own model



Can be triggered by events – 

not just conversation

Automates and orchestrates long 

running, asynchronous jobs

Follows human guardrails 

and asks for help

Monitors, learns and improves 

with each interaction

Autonomous 
capabilities



Microsoft 365 
Agents SDK

Get Started in GitHub

Access Copilot Studio endpoints 

with code – embedding them into 

applications and more

Leverage Azure AI Foundry, 

Semantic Kernel, and other AI 

services of your choice

Extend Copilot Studio with code  

from conversational agents to 

multi-agent systems.



Build sophisticated IVR systems

and engage with your Copilot over 

the phone

Leverage all the powerful 

Generative AI features of MCS

for Voice use cases

Single MCS project can support 

multiple languages for both Voice 

and Chat modalities

Optimize speech with custom 

vocabulary and sensitivity settings

Attach your MCS Agent to any 

Dynamics Omnichannel workstream 

now including IVR!

Generative IVR





UI automation + Low 

code + Intelligent doc 

processing

AUTOMATESECURE
Enterprise-grade security 

and performance

End to end observability 

and governance

MONITOR

Process & task mining 

capabilities

DISCOVER

AI-first automation

Discover



Process simulations
Test business changes safely with customizable simulation

scenarios, powered by machine learning 

Public Preview



UI automation + Low 

code + Intelligent doc 

processing

AUTOMATESECURE
Enterprise-grade security 

and performance

End to end observability 

and governance

MONITOR

AI-first automation

Process & task mining 

capabilities

DISCOVER
RPA (UI 

automation)

Cloud (API) 

automation

Intelligent doc 

processing

Copilot 

connectors

Automate



Advanced Document Processing with AI & GPT
Intelligently extract and process unstructured data with natural language

Public Preview



Generative actions
Add AI-powered steps directly in cloud flows for smarter, dynamic automation

Public Preview

Coming Soon



Copilot expression assistant
Build expressions effortlessly by describing them

Public Preview



UI automation + Low 

code + Intelligent doc 

processing

AUTOMATESECURE
Enterprise-grade security 

and performance

End to end observability 

and governance

MONITOR

Process & task mining 

capabilities

DISCOVER

AI-first automation

Monitor



Record with Copilot
Easily create desktop flows by sharing your screen and describing tasks

Public Preview



Repair with Copilot
Effortlessly maintain smooth UI automation with our Copilot runtime repair capabilities in both 

attended and unattended modes.

Public Preview

Unattended mode shown



Automation center
Monitor and manage at scale with Automation Center

General Availability



UI automation + Low 

code + Intelligent doc 

processing

AUTOMATESECURE
Enterprise-grade security 

and performance

End to end observability 

and governance

MONITOR

Process & task mining 

capabilities

DISCOVER

AI-first automation

Secure



CyberArk credentials integration in PAD
Protect Identities and Secrets by using CyberArk credentials in desktop flows actions. Sensitive 

information is handled securely, not stored in scripts or logs, and accessible only to authorized users

Public Preview



Enhanced execution log analysis
Scalable RPA log management with advanced data governance, seamlessly integrated with Azure and 

Microsoft Fabric for enterprise-scale analysis.

General Availability



Progressive logging
Progressive logging enabling near-real-time observability while desktop flows are running with 

improved run finalization times

Public Preview Dec ‘24



CMK for Environments with Flows
Apply CMK enterprise policy to protect cloud flows in existing environments

GA November 15th 





Power Pages 
Product Focus

A I  D R I V E N  

D E V E LO P M E N T

A I / AG E N T I C  X P  

F O R  S I T E  U S E R S

C O N N E C T I V I T Y  &  

I N T E G R AT I O N S
                 
                     

S E C U R I T Y  &  

G O V E R N A N C E
                       
                     



Low Code Copilot Site Copilot: Generative answers bot

Pro-developer Copilot & GitHub Copilot Chat Agent

Line of business connectivity

Dynamic data binding with Power Fx

eSignature & Payment provider integration

In-context Gen AI assistance

License observability

A I  D R I V E N  

D E V E LO P M E N T

A I / AG E N T I C  X P  

F O R  S I T E  U S E R S

C O N N E C T I V I T Y  &  

I N T E G R AT I O N S
                 
                     

Admin observability

Security workspace and scan

S E C U R I T Y  &  

G O V E R N A N C E
                       
                     

Governance controls



Create Site with Copilot
AI Chatbot Data Security & governance



Page Design & Styling
AI Chatbot Data Security & governance



Multi-Step Forms
AI Chatbot Data Security & governance



Copilot in VS Code Web: Code Explain Public Preview



Low Code Copilot Site Copilot: Generative answers bot

Pro-developer Copilot & GitHub Copilot Chat Agent

Line of business connectivity

Dynamic data binding with Power Fx

eSignature & Payment provider integration

In-context Gen AI assistance

License observability

A I  D R I V E N  

D E V E LO P M E N T

A I / AG E N T I C  X P  

F O R  S I T E  U S E R S

C O N N E C T I V I T Y  &  

I N T E G R AT I O N S
                 
                     

Admin observability

Security workspace and scan

S E C U R I T Y  &  

G O V E R N A N C E
                       
                     

Governance controls



Power Pages Site Copilot
AI Chatbot Data Security & governance

Create and test CoPilot on private 

site

Publish CoPilot to live site when 

ready

Responses for authenticated users 

based on their web role access to the 

content

Responses for anonymous users 

based only on public content

CoPilot responses grounded in site 

content configured by maker

2

3

4

5

1

Responses for authenticated users on 

their account specific information
New



Classified as Microsoft Confidential

AI Driven Site 

Search & Web 

Summarization

Site search summarization 

with recommended prompts

In Preview



Classified as Microsoft Confidential

AI Driven Form 

Assistance and Data 

Insights

Get AI assistance while form filling 

including data extraction to remove 

manual steps and in-context text 

generation. Also get insights quickly 

from data lists.

In Preview



Classified as Microsoft Confidential

Web Agents : Form 

Filling 

Pre-Configured Autonomous Agent to 

assist users in Form Filling. 

In Preview



Low Code Copilot Site Copilot: Generative answers bot

Pro-developer Copilot & GitHub Copilot Chat Agent

Line of business connectivity

Dynamic data binding with Power Fx

eSignature & Payment provider integration

In-context Gen AI assistance

License observability

A I  D R I V E N  

D E V E LO P M E N T

A I / AG E N T I C  X P  

F O R  S I T E  U S E R S

C O N N E C T I V I T Y  &  

I N T E G R AT I O N S
                 
                     

Admin observability

Security workspace and scan

S E C U R I T Y  &  

G O V E R N A N C E
                       
                     

Governance controls



Support for Dynamics 365 F&O Virtual Tables 

enables real-time interaction from Power Pages

Use SQL, Salesforce, Oracle and Fabric with 

Power Pages & Platform Seamlessly 

• Enables support for SQL, SharePoint, Salesforce, Fabric 

and Oracle as data sources on Power Pages

• Use all OOB data components like forms, multistep forms, 

list etc and power pages concept like webapi.

• Supports table permissions (Contact and Account scope) 

enabling row level data access.

Generally Available

Public Preview

External Data Sources: Virtual Tables



eSignature integration
AI Chatbot Data Security & governance



Payment provider integration
AI Chatbot Data Security & governance



Low Code Copilot Site Copilot: Generative answers bot

Pro-developer Copilot & GitHub Copilot Chat Agent

Line of business connectivity

Dynamic data binding with Power Fx

eSignature & Payment provider integration

In-context Gen AI assistance

A I  D R I V E N  

D E V E LO P M E N T

A I / AG E N T I C  X P  

F O R  S I T E  U S E R S

C O N N E C T I V I T Y  &  

I N T E G R AT I O N S
                 
                     

Admin observability

Copilot Usage Insights

S E C U R I T Y  &  

G O V E R N A N C E
                       
                     

Governance controls



Observe and Monitor

Website Inventory for the Tenant  Security Overview for all the websites including granular 
details like auth providers, WAF, Anonymous data access etc



Observe and Monitor

Usage Insights Licensing Insights



Copilot Usage Insights

Copilot Usage Insights covering 

all Maker and End User Copilot 

Experiences.

Coming Soon!





Tom’s tl;dr
Intelligent apps: Now created with a plan, optimized with agents, and scaled on a 
fully managed platform

- Plan Designer is ready for preview. Makers can describe their business 
problem and add context with diagrams, charts and screenshots for Copilot to 
generate User Roles, Data Models and User Interfaces.

- Makers can generate custom agents directly from Power Apps to help with 
attended and unattended data operations such as filling out a form or 
evaluating records for action.

-  

















NEW NEW





Tom’s tl;dr
- Major overhaul to the Admin Center to unify Governance, Security and Ops

- Security
- All new Security hub with transparent organizational health scoring and 

recommendations
- Advanced Connector Policies
- Guest Access Management
- vNet support to replace the on-prem Gateway

- Governance
- Environment Groups 
- Inventory (Apps, Automate, Copilot) Explorer
- Licensing Hub

- OPS
- Added functionality for improving admin approved deployment pipelines 

for makers and admins
- Health monitoring experiences for makers and admins



AI-powered detection 

and monitoring to 

address and prevent 

security risks.

 

Robust controls to ensure 

confidentiality and 

encryption, ensuring 

security of sensitive 

information. 

Seamless and adaptive 

tools to ensure only 

authorized resource and 

data access. 

Assured visibility and 

adherence to industry 

and regional regulatory 

requirements. 

Intelligent guidance for 

scalable and efficient 

enterprise-grade security.

 

INTRODUCING

Managed Security
Advanced protection for an AI-driven world

Data Protection

and Privacy
Threat Protection

Identity and Access 

Management
Compliance

Security Posture 

Management 

Network 
Isolation (v-Net)

Customer 
managed keys

IP Firewall

Microsoft Sentinel 
integration

Microsoft Purview Data map 
integration 

Lockbox

Resource sharing limits

IP cookie binding

Enforceable solution 
checker

Data policies (desktop flows)

Client app access

Data masking

Privileged Access 
management

Conditional Access for 
Individual Canvas Apps

Advanced connector policies

Dataverse audit

Security guidance



Security hub
Enables AI-powered enterprise security management at scale

Generally

Available



Advanced Connector Policies
Apply connector policies at scale within Environment Groups, allowing admins to block ANY connector.

Sign up 

now!



Guest Access
Ensure security by default and mitigate the risk of oversharing by blocking guest access to your environments. 

Public Preview



Contoso

Power Platform vNET Support 

Power Platform

Contoso On Prem 

On Prem 

Resources

Contoso vNet

Azure Resources

Connectors

+
Dataverse Plug-Ins



VNET Support for Power 

Platform Connectors GA

Connect to internal data sources over 

your private network

Limit data exfiltration risk by 

keeping data from being publicly 

accessible

Manage VNET configuration in one 

place through Security Hub

Currently SupportedAnnouncing 
SQL Server

Azure SQL Data Warehouse

Azure Queues

Custom Connectors

Azure Key Vault

Azure File Storage

Azure Blob Storage

HTTP with Entra ID (preauthorized)

Currently Supported

“Toyota established a secure and agile integration 

foundation for Power Platform and Azure using Azure VNet, 

eliminating the need for an on-premises data gateway. This 

enabled Toyota to develop generative AI apps on an 

Enterprise-Ready architecture, balancing security and agility 

through collaboration between citizen developers and IT.” - 

Takanori Mito, IT Promotion Division  

TOYOTA MOTOR CORPORATION



INTRODUCING

Managed Governance

Easily allocate capacity 

and define quotas to 

control costs and limit 

consumption across 

subunits, always stay 

compliant and cost 

efficient.

 

Easily place makers and 

assets in the right 

environments, and rely on 

guardrails and limits to 

ensure assets are certified 

before exposed broadly.

Intelligent 

recommendations and 

real time notifications 

helps admins stay 

informed of key things 

that require attention to 

mitigate risk related to 

proliferation.

Easily stay informed of 

the adoption of the 

platform and its 

capabilities across the 

entire tenant.

Easily configure at scale, 

delegate responsibilities 

to subunits, and dictate 

what can be changed and 

what configuration 

changes require IT 

approval.

 

Environment Strategy
Capacity and Cost 

Management
Reactive Governance Full VisibilityManage at Scale

Environment routing Action center

Capacity management

Delegation to Group Admin

Inventory explorer

Governance 
Recommendations

Weekly digest

Licensing agent

Rules and Governed settings Environment explorer

Environment Groups

More visibility More control with less effort



Agent administration 
Central location for agent readiness, governance, and usage. Enabling Gen AI deployment at scale

Generally 

Available



Manage
Govern at scale with less effort and more visibility

Route makers to their own 

developer environments

Manage at scale with 

environment groups

Apply rules at an environment 

or group level

Welcome makers with 

personalized onboarding

Get visibility to all agents and 

low-code artifacts

Generally 

Available



Manage
Maker Inventory

Get visibility to all agents and low-code artifacts



Licensing hub
Ensuring compliance and efficiency by simplifying management of licensing, capacity, and overages.

Generally 

Available



INTRODUCING

Managed Operations
Operational excellence for mission critical applications

Ensure high quality releases with a 

comprehensive, integrated set of devops 

tools and practices.

 

Application Lifecycle Management

Approval based system for Production 

Changes

Service Principal based deployment 

Deployment pipelines

Solution Checker

Version Auditing for Comprehensive 

Change Transparency

Native Source Control integration 

Test Engine

Quickly detect, evaluate and respond to 

issues to minimize impact customer 

experiences.

Azure App Insights - Instant Alerts 

Out of the box Health Metrics

Real-Time Guidance for Better Runtime 

Health

Export to Azure Data lakes 

Azure App Insights – custom metrics

Azure App Insights – Granular logs

Observability

Flexible backup and retention options to 

meet the needs of global-scale, mission 

critical applications. 

Recycle Bin

Long term retention 

Extended Backup retention (PITR)

Data Resilience

Self-serve DR



Deployment (Maker)
Scale operations and governance through makers with admin-approved deployment pipelines



Deployment (Admin)
Scale operations and governance through makers with admin-approved deployment pipelines

Public Preview



Monitoring (Maker)
Monitor and improve operational health



Monitoring (Admin)
Monitor and improve operational health

Public Preview



Which Ignite 2024 

announcement will provide 

the most immediate value 

to your organization?

Poll Question:



Which Ignite 2024 

announcements would you 

like us to unpack in a more 

focused, deep-dive session?

Poll Question:



© Copyright Microsoft Corporation. All rights reserved. 

Thank you!
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